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Who are we?

Under data protection law, individuals have a right to be informed about how the school uses
any personal data that we hold about them. We comply with this right by providing ‘privacy
notices’ to individuals where we are processing their personal data. Northfleet Technology
College collects, uses and is responsible for certain personal information about individuals we
employ or otherwise engage, to work at our school. When we do so we are regulated under
the General Data Protection Regulation which applies across the European Union (including in
the United Kingdom) and we, Northfleet Technology College, are responsible as the ‘Data
Controller of that personal information for the purposes of those laws. Our Data Protection
Officer (DPO) is Mr A Riddle, contactable on dpo@ntc.kent.sch.uk

This notice explains what personal data (information) we hold about you, how we collect, how
we use and may share information about you. We are required to give you this information
under data protection law.

Northfleet technology College collects, uses and is responsible for certain personal information
about you. When we do so we are regulated under the General Data Protection Regulation
which applies across the European Union (including in the United Kingdom) and we are
responsible as ‘controller of that personal information for the purposes of those laws. Our
Data Protection Officer is Mr A Riddle.

The personal information we collect and use

Information collected by us

In the course of employing staff in our school we collect the following personal information
when you provide it to us:

1 Personal information (such as contact details; name, address, employee or teacher
reference number, national insurance number, passport or other photographic
identification, next of kin, emergency contact numbers)

Characteristics (such as date of birth, gender, age, medical information)

Contract information (such as start dates, hours worked, post, roles, salary information,
bank account details, payroll records, tax status, pension and benefits information)

1 Recruitment information including copies of right to work documentation (passport or
other photographic identification), references and other information included in a CV,
cover letter and or the application form as part of the school’s application process.
Work absence information (such as number of absences and reasons)

Qualifications (and, where relevant, subjects taught) and employment records, including
work history, job titles, working hours, training, records and professional memberships
Performance information (Performance Management)

Outcomes of any disciplinary and/or grievance procedures
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Absence data

Copy of passport, driving licence, marriage certificate

Photographs

CCTV footage

Data about your use of the school’s information and communications system
Fingerprint biometrics

DBS Data

DBS Disclosure information — remained on employee files for predefined time scales.
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We may also collect, store and use information about you that falls into ‘special categories’ of
more sensitive personal data. This includes information about (where applicable):

1 Race ethnicity, religious beliefs, sexual orientation

9 Trade union membership

9 Health, including any medical conditions and sickness records.

How we use your personal information

We use your personal information to:

Enable individuals to be paid

Support pension payments and calculations

Advise HMRC

Enable sickness and absence monitoring

Enable leave payments (such as sick pay and maternity leave)

Develop a comprehensive picture of the workforce and how it is deployed

Inform the development of recruitment and retention policies

Inform financial audits of the school and allow better financial modelling and planning
Fulfil our duty of care towards our staff

Inform national workforce policy monitoring and development

Facilitate safe recruitment as part of our safeguarding obligations towards students
Support effective performance management

Enable ethnicity and disability monitoring
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How long your personal data will be kept
We will hold your personal information for the current year plus 6 years in line with KCC’s
personnel retention record keeping guidelines.

We create and maintain employment files for each staff member. The information contained in
this file is kept secure and is only used for purposes directly relevant to your employment.

Once your employment with us has ended, we will retain this file and delete the information in
it in accordance with our records management policy. You can request a copy of this policy by
emailing Office@ntc.kent.sch.uk

Reasons we can collect and use your personal information

Our legal basis for using this data

We rely on having a legitimate reason as your employer to collect and use your personal
information, and to comply with our statutory obligations, and to carry out tasks in the public
interest. If we need to collect special category (sensitive) personal information, we rely upon
reasons of substantial public interest (equality of opportunity or treatment).

We are required to share information about our workforce members under section 5 of the
Education (Supply of Information about the School Workforce) (England) Regulations 2007 and
amendments.


mailto:Office@ntc.kent.sch.uk

We only collect and use personal information about you when the law allows us to. Most
commonly, we use it where we need to:

1 Fulfil a contract we have entered into with you

1 Comply with a legal obligation

91 Carry out a task in the public interest
Less commonly, we may also use personal information about you where:

9 You have given us consent to use it in a certain way

1 We need to protect your vital interests (or someone else’s interests)

Where you have provided us with consent to use your data, you may withdraw this consent at
any time. We will make this clear when requesting your consent, and explain how you go
about withdrawing consent if you wish to do so.

Some of the reasons listed above for collecting and using personal information about you
overlap, and there may be several grounds which justify the school’s use of your data.

While the majority of information we collect about you is mandatory, there is some information
that can be provided voluntarily.

Whenever we seek to collect information from you we make it clear whether providing it is
mandatory or optional. If it is mandatory, we will explain the possible consequences of not
complying.

Who we share your personal information with
We do not share information about you with any third party without consent unless the law
and our policies allow us to do so.

Where it is legally required, or necessary (and it complies with data protection law) we may
share personal information about you with:

9 Our Local Authority to meet our legal obligations to share certain information with it,
such as safeguarding concerns and information about Headteacher performance and
staff dismissals
Kent County Council Management Information
Department for Education (DfE)

Your family or representatives

Educators and examining bodies

Our regulator, e.g. Ofsted

Suppliers and service providers to enable them to provide the service we have
contracted them for, such as payroll
Financial organisation

Central & local government (HMRC, LGPS)
Pension Providers

Salary Sacrifice Schemes

Auditors

Survey and research organisations

Trade Union and associations

Health authorities

Security organisations

Health & social welfare organisations
Professional advisers and consultants
Charities and voluntary organisations
Police firces, courts, tribunals
Professional bodies

Employment and recruitment agencies
Kent County Council Schools Financial Services
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1 Commissioned providers of personnel and payroll services, School’s Personnel
Consultancy and University of Teesside.
1 Legal Advisors

We will share personal information with law enforcement or other authorities if required by
applicable law.

The DfE collects and processes personal data relating to those employed by schools and local
authorities that work in state funded schools (including all maintained schools). All state
funded schools are required to make a census submission because it is a statutory return
under sections 113 and 114 of the Education Act 2005.

The DfE may share information about school employees with third parties who promote the
education or well-being of children or the effective deployment of school staff in England by:

1 conducting research or analysis

1 producing statistics

9 providing information, advice or guidance

The DfE has robust processes in place to ensure the confidentiality of our data is maintained
and there are stringent controls in place regarding access and use of the data. Decisions on
whether DfE releases data to third parties are subject to a strict approval process and based
on a detailed assessment of:

1 who is requesting the data

9 the purpose for which it is required

1 the level and sensitivity of data requested: and

1 the arrangements in place to store and handle the data

To be granted access to school workforce information, organisations must comply with its strict
terms and conditions covering the confidentiality and handling of the data, security
arrangements and retention and use of the data.

Your Rights
Under the GDPR you have rights which you can exercise free of charge which allow you to:
1 Know what we are doing with your information and why we are doing it
1 Ask to see what information we hold about you (Subject Access Requests)
9 Ask us to correct any mistakes in the information we hold about you
1 Object to direct marketing
1 Make a complaint to the Information Commissioners Office
1 Withdraw consent (if applicable)
Depending on our reason for using your information you may also be entitled to:
1 Ask us to delete information we hold about you
1 Have your information transferred electronically to yourself or to another organisation
9 Object to decisions being made that significantly affect you
1 Object to how we are using your information
1 Stop us using your information in certain ways
We will always seek to comply with your request however we may be required to hold or use
your information to comply with legal duties. Please note: your request may delay or prevent
us delivering a service to you.

If you make a subject access request, and if we do hold information about you or your child,
we will:

1 Give you a description of it

9 Tell you why we are holding and processing it, and how long we will keep it for



Explain where we got it from, if not from you or your child

Tell you who it has been, or will be, shared with

Let you know whether any automated decision-making is being applied to the data,
and any consequences of this

1 Give you a copy of the information in an intelligible form
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For further information about your rights, including the circumstances in which they apply, see
the guidance from the UK Information Commissioners Office (ICO) on individuals’ rights under
the General Data Protection Regulation.

If you would like to exercise a right, please contact Mr A Riddle, Data Protection Officer,
dpo@ntc.kent.sch.uk

Keeping your personal information secure

We have appropriate security measures in place to prevent personal information from being
accidentally lost, or used or accessed in an unauthorised way. We limit access to your personal
information to those who have a genuine business need to know it. Those processing your
information will do so only in an authorised manner and are subject to a duty of
confidentiality.

We also have procedures in place to deal with any suspected data security breach. We will
notify you and any applicable regulator of a suspected data security breach where we are
legally required to do so.

Who to Contact
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